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	Data Protection Impact Assessment (DPIA)
EMIS GP and Airedale NHS Foundation Trust (under contract trading as Immedicare LLP) TPP SystmOne Sharing 

	This assessment should be completed as part of the business case for all new information systems / processes / projects which involve the use of personal sensitive data or will significantly change the way in which personal data is handled.

	The DPIA should be sent to Caldicott Guardian/IG Lead/SIRO for review and approval 
DPO advice may be useful at any stage, including:
· how to complete a particular section of the form
· whether a full DPIA is necessary (Screening section) 
· possible measures and safeguards to mitigate risks.
The DPO must review the completed form and advise on whether processing should go ahead.

	General Details

	1
	Name of the new system / process / project
	GP and Airedale NHS Foundation Trust (under contract trading as Immedicare LLP) EMIS and TPP SystmOne Data Sharing 

	2
	Person completing this assessment:	Comment by Kershaw Helen: Individual organisations to complete

	
	Name:
Job Title:
Email:

	3
	Date completed	Comment by Kershaw Helen: Individual organisations to complete
	

	4
	Background:
(Why is the new system/change required - The purpose and aims of this work.)
	Airedale NHS Foundation Trust (ANHSFT) has been providing discreet clinical services in Residential Care and Nursing Home settings since 2011. The Telemedicine service has been contracted to Immedicare, an organisation representing a partnership between Involve (technology supplier) and Airedale NHS Foundation Trust (health provider).
Immedicare delivers innovative technology and clinical services via an HSCN infrastructure platform directly into the local health and social care economy. Secure video links are used to deliver immediate assessment and clinical decision-making capabilities into nursing and residential care homes throughout the UK.
Telemedicine links care home residents and their carers to a Digital Care Hub at Airedale General Hospital (ANHSFT), where a dedicated clinical team use secure video links to conduct remote “visual” patient assessments. The Telemedicine service provides care home staff with rapid access to clinical support and advice, 24-hours-a-day, seven-days-a-week. 
[bookmark: _Hlk63845728]Currently Immedicare have access to Summary Care Record. Providing direct access to EMIS GP records will enable more effective decision making for patient care. Currently GPs do not have access to the records held by Immedicare, GPs receive an inbound document summarising the episode of care. Providing access to the SystmOne record will allow GPs to benefit from up-to-date information. Shared records will also enable GPs to provide a higher level of care to their patients as they will have a full knowledge of the patient’s medical history, medications, consultations, diagnoses and specialist letters via GP/Immedicare held records. This enables a safer delivery of care.
In addition to the System One and EMIS sharing Immedicare issue prescriptions via EPS, therefore the Specialist Medicines Optimisation Pharmacy Team – at Airedale NHS Foundation Trust will access medication information for the purpose of clinical assessment/triage/treatment plan, medication review, administration, reporting, support with investigation, Information relating to medications will be shared with: Registered Pharmacies

	5
	What are the main aims?
(Why is it needed, what is it aiming to achieve, what is the business rationale for it, etc?)
	More effective decision making, improved quality of care, timely access to information

	6
	List the main activities of the project:
	Record access
Sharing Agreement and LMC Approval
Technical Sharing Set Up
DPIA
Comms

	7
	What are the intended outcomes?
	More effective decision making, improved quality of care, timely access to information

	8
	(Anticipated) Go-Live Date: 
	February 2022 

	9
	Information Asset Owners 	Comment by Kershaw Helen: Individual organisations to complete
(All system/assets must have Information Asset Owners (IAO).  IAO’s will be the Practice Manager or Partner GP 
This is the person who takes overall responsibility for this asset and may do so for several other assets.  The IAO is responsible for reporting any breaches that happen with their assets to the SIRO, as well as identifying and mitigating any risks to the asset, and deciding which users have access to it.
	Name:
	

	
	
	Title:
	

	
	
	Department:
	

	
	
	Telephone:
	

	
	
	Email:
	

	10
	Who is the Information Asset Administrator?	Comment by Kershaw Helen: Individual organisations to complete
The IAA is an operational staff member who has day to day responsibility for ensuring that the asset is secure and that those who should be able to access it are able to do so.
	Name:
	

	
	
	Email:
	

	DPIA Screening

	Screening Questions
	Yes/No
	Comments

	A
	Will the project involve the collection of new information about individuals? 
	Y
	Partners will be able to view patient information via this bidirectional sharing 

	B
	Will the project compel individuals to provide information about themselves?  
	N
	View Only for Direct Care

	C
	Will information about individuals be disclosed to organisations or people who have not previously had routine access to the information?
	Y
	Bidirectional sharing of data between GP practices and Immedicare Service. 
Currently Immedicare have access to Summary Care record and GPs have access to a summary document of an episode of care. 

	D
	Do you propose using information about individuals for a purpose it is not currently used for, or in a way it is not currently used? 
	N
	

	E
	Does the project involve you using new technology which might be perceived as being privacy intrusive? For example, the use of biometrics or facial recognition
	N
	

	F
	Will the project result in you making decisions or acting against individuals in ways which can have a significant impact on them? 
(e.g., service planning, commissioning of new services ect.)
	N
	

	G
	Is the information about individuals of a kind particularly likely to raise privacy concerns or expectations? e.g., health records, criminal records or other information that people would consider to be particularly private?
(N.B. If the project is using anonymised/pseudonymised data only, the response to this question is “No”.)
	Y
	Health records. 

	H
	Will the project require you to contact individuals in ways which they may find intrusive?
	N
	

	I
	Will the project store information using cloud technology?
	Y
	EMIS Web GP stores documents to cloud. Immedicare - Data from the external EMIS system will not be stored or integrated into Immedicare SystmOne record (or vice versa); data will be viewed if there is a legitimate relationship for the provision of direct care 

	J
	Will the project transfer information outside the UK? 
	N
	

	· If you answered “No” to all the questions, you DO NOT need to proceed to a full DPIA.  Save this document to evidence your assessment
· If you answered “Yes” to any of these questions, you DO need to proceed to a full DPIA.  Complete the rest of the document, forward to appropriate persons for review and approval and save to evidence your assessment  
· If, however, you answered “Yes” to any of the questions, but feel it is not necessary to complete the full DPIA, please provide the justification for this below and send to appropriate persons for review and approval and save to evidence your assessment. 

	K
	Justification
	

	Full Data Protection Impact Assessment 

	11
	Who are the Data Subjects? 
(The people whose data will be held/processed in this new system – this may be patients, staff and/or other individuals)
	All patients registered with NHS Cheshire and Merseyside ICB Place GP Practice in Liverpool Place and under the care of Airedale NHS Foundation Trust Immedicare Service.

	12
	What Data Classes will be held on this system 
(The actual data fields) split by Personal and Special Category)
	Personal Data:
· Family name
· Given name
· Home address
· Post code
· Telephone Number (Home, Mobile, Work)
· Date of birth
· Gender
· NHS number
· Status for this Organisation

	
	
	Special Category Data:
· Ethnicity
· Religion
· Summary
· Problems
· Medication 
· Allergies and sensitivities
· Clinical items (procedures, diagnosis, symptoms)
· Encounters/Consultations (including free text)
· Investigations
· Immunisations
· Observations
· Referrals
· Administrative Items
The Information Sharing Agreement supports the exclusion of sensitive data from being shared regarding the following. The full list of exclusion codes for the areas can be accessed through the links below:
· Assisted fertilisation
· Gender related issues 
· Sexually transmitted disease
· Termination of pregnancy

	13
	Children (those under 13 years of age): does the project involve internet services of any kind, with regards to children? 
	No, service is for record sharing not an internet service 

	14
	If yes, are you planning to gain and record consent? How will you achieve this? 
	N/A see Q13 above


	15
	If the child is under 13 years of age, will you gain and record the parents’ consent? If Yes, how will you achieve this?
	N/A see Q13

	16
	Who will be the data controller(s)?
	· GP Practices 
· Airedale NHS Foundation Trust (under contract as Immedicare LLP)

	17
	Will there be any data processors/sub-processors?
	· EMIS - Hosting of EMIS for GP Practices
· SystmOne TPP – Hosting of SystmOne TPP for Trust

	18
	Will this system/process include data which was not previously collected?
	Yes. SystmOne and EMIS Web will have bidirectional sharing of patient data. This data has always been collected but not shared.

	19
	Have you assessed the likelihood of data causing any unwarranted distress or damage to individuals concerned?
	Yes.  Access will be based upon an individual within a care team having a legitimate relationship with the patient for the provision of direct care

	[bookmark: _Hlk57191822]20
	Is there a legal basis for holding and processing this data?
(Need to identify UK GDPR Article 6 basis for any personal data and UK GDPR Article 9 basis for any special category data.)
	Article 6(1) Lawfulness of processing:
lawful basis for ‘processing of personal data’ is permitted under ‘Article 6(1)(e) – official authority’

	
	
	Article 9(2) Processing of special categories of personal data:
lawful basis for ‘processing of special category data’ is permitted under ‘Article 9(2)(h) – provision of health’

	[bookmark: _Hlk57191629]21
	How does this comply with the Common Law Duty of Confidentiality?
	Consent (implied)
This means that it would be reasonable to infer that you agree to the use of the information as long as:
· We are accessing the information to provide or support your direct care, or are satisfied that the person we are sharing the information with is accessing or receiving it for this purpose
· Information is readily available to you, explaining how your information will be used and that you have the right to object
· We have no reason to believe that you have objected 
· We are satisfied that anyone we disclose personal information to understands that we are giving it to them in confidence, which they must respect

	22
	Does the system/process include new or amended identity authentication requirements that may be intrusive?
	No
Access to view information through EMIS Web/SystmOne will be via a member of the care team having a direct care relationship with the individual, identity will be verified with the individual at the point of care or through the active management of the individual on a caseload

	23
	What checks have been made regarding the adequacy, relevance and necessity of data used?
	TPP have piloted the EMIS GP/SystmOne integration.  Only certain data fields are shared between EMIS and SystmOne.
The information shared within the context of this sharing agreement has been reviewed by clinical services and identified as being appropriate level of access to patient data, which is necessary, proportionate and relevant to the care provider.

	24
	Can the system/process use pseudonyms or work on anonymous data?
	No

	25
	Can the data subjects opt-out of their data being added to the system/used by the process, and if so, is this publicised?
	Sharing is for Direct Care therefore opt out is not available, however patients can ‘object’ to any sharing of their GP record across organisational boundaries in which case it will not be available to view under any circumstances by any other healthcare provider organisation including immedicare. If a patient does object to such sharing it is the responsibility of the GP practice to ensure the patient fully understands the implications of this as per section 6 of the ISA

	26
	Does the Fair Processing Notice (or Privacy Notice on the practice’s public website cover your planned activity
	Yes – the Agreement recommends each partner update their organisation privacy notices if required	Comment by Kershaw Helen: Individual organisations to review and update answer

	27
	Who are the partners for the data sharing?
	· Liverpool Place GP Practices 
· Airedale NHS Foundation Trust (ANHSFT) Immedicare Service

	28
	Is there an information sharing agreement or is one needed?
	Yes – Airedale NHS Foundation Trust and Liverpool GP DSA

	Data Security

	29
	Will the system require the use of the practice computer equipment? If so, has the Informatics Merseyside (IM) IT Security Team been informed and assessed the system? 
	GP practices will use Informatics Merseyside computer equipment. 
Immedicare will access records using their own equipment, there is a not a need to assess by IM.

	30
	Who will use the system/process and have access to the data?
	Immedicare clinical staff at Airedale Hub for SystmOne and GP practice staff for EMIS Web; Only staff with a Smartcard can access the EMIS record at Airedale.  All staff are bound by the Information Governance standards, GDPR, records access and keeping and their professional code of conduct. Staff receive annual training, and there are organisational policies which reinforce those obligations.
Role Based Access by staff within the sharing partners whom have legitimate reason to access the record

	31
	Have or will areas involved completed the Data Security Awareness Level 1 eLearning module

	Yes, GP Practice staff are required to complete Data Security Awareness level 1 as part of their annual mandatory training 
All staff at ANHSFT and Involved staff working for Immedicare receive annual IG training, IG Policy and Confidentiality guidance plus Contracts of employment reiterate staff responsibilities when processing personal information.

	32
	What other, if any, training will users receive?	Comment by Kershaw Helen: Individual organisations may need to update as per their requirement
	GP Practice will be provided with training guide for viewing SysmOne One shared Data 

	33
	Will the data be shared with any other organisations?
(check privacy policy of provider/Sharing Agreements for details)
	Only the partners/services listed in the sharing agreement

	34
	Where will data be held? 
	Data is held in EMIS Web and SystmOne, data is not transferred, access to data will be on a view only basis.

	35
	What format will data be stored in?
	The data will be viewed (HTML) (bidirectional) in context of the patients EMIS Web and TTP SystmOne record.  Access will be based upon an individual within a care team having a legitimate relationship with the patient. Data will not be transferred from EMIS Web GP practices into TPP SystmOne or vice versa, it will be viewed

	36
	Does the system / process change the way data is stored?
	There will be no change to how data is stored through this information sharing agreement 

	37
	How will staff access and amend data?
	Access to data will be on a view only basis, any amendment to data will not be enabled, however if viewers of the information identify an inaccuracy, feedback should be provided to the data controller
Access will be provided via a log on / account, each user will have their own username and password to access EMIS Web / S1 TPP the technical sharing agreement will need to be activated to allow sharing/viewing

	38
	How will data be shared? 
(e.g., email, NHS mail, internal/external post, phone, website transfer, mesh, sms, secure systems)
	Data will be shared on a view (HTML) only basis via EMIS Web and TPP SystmOne between GP Practice and Immedicare Service.

	39
	Are you transferring any personal and / or sensitive data to a country outside the UK?
	[bookmark: Check2]|_| Yes       |X|   No
If yes, please outline the data types, country, transfer methods and any measures in place to ensure adequate levels of security when transferred to this country.  Have Standard Contractual Clauses been used?

	40
	Give a description of all information flows (or diagram) 
	Within SystmOne, there will be an EMIS node on the clinical tree, enabling users to view EMIS records.  EMIS and TPP are directly integrated to query the database based upon codes
[image: Diagram

Description automatically generated]
Below is flow for Immedicare



	41
	What security measures have been taken to protect the data? 
(request 3rd party security whitepapers or documentation for system)
Please include access control, data security in transit and encryption in the answer 
	User logons/smartcards over HSCN to access SystmOne records
Immedicare have the System Level Security Policy (SLSP), regular access audits are undertaken. SystmOne data security is overseen by the Trust’s IG Policy and a specific System Level Security Policy (SLSP) for the Digital Care Hub SystmOne unit. This documents access control and data security measures and oversight for SystmOne within the Digital Care Hub. Records for SystmOne typically begin under Primary Care and therefore they are usually setup already. If a record doesn’t exist, then the Trust’s Health Records department will register patients on SystmOne.
Access to primary care information hosted within EMIS Web will be via provider IT security policies, with access permitted across HSCN.  Individuals within a care team will be given the appropriate level of access as governed by the sharing agreement.

	42
	Is there a useable audit trail in place for the asset?  
(e.g. to identify who has accessed a record)
	Yes, both EMIS Web and TPP SystmOne hold full audit of record sharing access.

	43
	How often will the system/process be audited?
	These are carried out monthly as standard practice in the Immedicare hub. 
GP Practice manage their own frequency of audit 

	44
	Who supplies the system/process?
	[bookmark: _Hlk97901734]Immedicare- Mick Roach is the SIRO so has ultimate oversight and accountability for IG.  Marie Buchan is the Information Asset Owner (IAO) for the Hub SystmOne Unit and is accountable for ensuring security of the data, which involves the Auditing of the unit.  The SystmOne unit belongs to ANHSFT and as such sits under the Information Governance and Information Security frameworks of the Trust, Jenny Pope is Head of IG and Andrew Leng is Head of IT which also includes IS.
GP Practices have been provided with the guidance below and manage their own audits 



	45
	If the supplier is third party, are they based within the UK 
(if “No”, give details of base) 
	Yes 
All SystmOne TPP Data Centres are within the UK
All EMIS Data Centres are within the UK 
AWS for GP Documents – UK Server

	46
	Where will the supplier store the data? 
(Give full address(es).) 
	TPP SystmOne; 
Leeds
EMIS Web;
Leeds 
and 
AWS for GP Documents – UK server

	47
	Is the supplier of the system/recipient of the data registered with the ICO? 
(give registration number(s).)
	· The Phoenix Partnership Ltd (TPP) Registration Number: Z1927388
· EMIS Group PLC: Registration Number: Z2670786 
· Airedale NHS Trust: Registration Number: Z6365791
· Immedicare Llp: Registration Number: ZA150050
All GP Practice Registration Numbers listed in the ISA

	48
	Has the organisation completed the Data Security and Protection Toolkit (DSPT) to a satisfactory level?  
(Give the organisational code)
	Yes, all partners in the agreement are required to complete the NHS Digital DSP Toolkit and achieve ‘Standards Met’ or above. 
All GP practices in the area have ‘Standards Met’ for 2021/2022
The Phoenix Partnership (Leeds) Ltd (TPP) latest status 21/22 Standards Exceeded published 31/05/2022 (ODS YGM24)
EMIS latest status 21/22 Standards Exceeded published 27/06/2022 (ODS YGM06)
Airedale NHS Foundation Trust latest status 21/22 Approaching Standards published 06/07/2022 (ODS RCF)
Immedicare LLP latest status 21/22 Standards Met published 06/07/2022 (ODS 8JP83)

	49
	Does the contract include Data Protection clauses?
	Yes

	50
	If “No”, is a Data Processor Contract required?
	N/A

	51
	What business continuity plans are in place? 
(e.g. in the case of data loss/damage because of: human error, computer virus, network failure, theft, fire, flood,etc)
(for the practice)
	Immedicare Business Continuity Plan


Also from an NHS perspective business continuity assurance is provided under the DSP Toolkit which is published and available nationally. 
TPP SystmOne Disaster procedures
GP practice partners have their own Business Continuity Plan in place

	Data Quality 

	52
	Who provides the information for the asset?
	In the context of viewing information, data is controlled and managed by the individual Partner service 

	53
	Who inputs the data into the system? 
	In the context of viewing information, data is entered by the care teams within each Partner service.

	54
	How will the information be kept up to date and checked for accuracy and completeness?
	In the context of viewing information, data will be managed in line with record keeping guidelines

	55
	Can an individual (or a court) request amendments or deletion of data from the system?
	Yes, requests can be made. These will be reviewed on individual basis and will only be amended/deleted if proven to be completely inaccurate

	On-Going Use of Data

	56
	Will the data be used to send direct marketing messages? 
	No

	57
	If yes, are consent and opt-in procedures in place?
	N/A (see Q56)

	58
	Does the system/process change the medium for disclosure of publicly available information?
	No

	59
	Will the system/process make data more readily accessible than before?
	Yes

	60
	What is the data retention period for this data? (please refer to Records Management Code of Practice 2021)
	Each Partner will follow retentions In line with NHS Records management code of practice for the data they control.
Immedicare data retention adheres to the national NHS records retention schedules according to the data processed
ANHSFT will not save any information on ANHSFT servers or print any information and are only provided with read only access to the patient’s electronic record.
The only information that will be retained is Trust purchasing, invoicing and payment details for legal obligations.

	61
	How will the data be destroyed when it is no longer required?
	Immedicare; SystmOne does not have the capacity to delete records, When a record reaches the end of their retention period they are archived and inaccessible to users, except administrators 
GP Practice Services - In line with NHS Digital Destruction and Disposal of Sensitive Data Good Practice Guidelines

	62
	Does your disaster recovery solution use a third-party supplier?
	GP EMIS - Disaster recovery is managed by EMIS Health all solutions are on premise for EMIS Web
Immedicare - No

	63
	Does your Disaster recovery provider have any accreditations? e.g., ISO27001
	EMIS Group have the following accreditations.  
· ISO9001
· ISO27001
· ISO27002 
· Cyber Essentials Plus certification
TPP SystmOne have the following accreditations.
· ISO27001:2013
· ISO9001
· ISO20000
· ISO27001

	64
	Has your Disaster Recovery Plan been tested and was all data retained and secure?
	EMIS GP - Disaster recovery is managed by EMIS Health: 
Disaster recovery tests take place at least annually or when any major changes to infrastructure occur. 
The last EMIS Web Disaster Recovery Service Migration test was completed with NHS Digital in October 2022. All test criteria was successful and all data was retained and secure.
Immedicare – Yes, A planned failover of the system was carried out on May 12th this outage was started at 08:30 were simulated failure of a data centre for the Immedicare service failed, the test was completed by 9:05 when both data centres were brought back online. During the time the users carried out the standard practice of disconnecting and reconnecting meaning the service was affected for about 5 minutes while staff connected to the redundant site.

	Identify and Assess Risks 	Comment by Kershaw Helen: Individual organisations may identify additional risk to be added

	Information security risks should be highlighted to the IM IT Security Team to complete any necessary risk assessments on new systems or changes to existing systems. 
Any issues that may arise could adversely impact other organisations and services hosted by Informatics Merseyside, because of this the IM IT Security Team need to complete their assessment before the system can be commissioned for use. 

	65
	Risk Description (source of risk and nature of potential impact to individuals, the Practice, CCG or to wider compliance)
	Likelihood of harm
(Remote, possible or probable)
	Severity of harm
(minimal, significant or severe)
	Overall risk
(low, medium or high)

	A
	Individuals’ data could be accessed for purposes other than direct care 
	Possible
	Significant
	Medium

	B
	Potential for partners to print out each other’s records 
	Possible
	Significant
	Medium

	Identify Measure to Reduce Risk

	Identify additional measures you could take to reduce or eliminate risks identified as medium or high risk in the table above

	66
	Proposed Risk Solution (reduce or eliminate risk)
	Effect on risk
(Is the risk reduced, transferred, accepted)
	Remaining risk
(Low, medium or high)
	Measure approved
(Yes/No)

	A
	All Partners have policies and procedures in place regarding Data Security and Protection, along with regular audits of EMIS Web and SystmOne and confidentiality agreements signed by all Staff 
All staff are aware of the rules regarding shared data and that it is only be accessed if there is a legitimate reason to do so and complete annual data security and protection training
	Reduced
	Low
	

	B
	All Partners have policies and procedures in place regarding Data Security and Protection, along with regular audits of EMIS Web and SystmOne and confidentiality agreements signed by all Staff.
All staff are aware of the rules regarding shared data and that it is only to be accessed if there is a legitimate reason to do so and complete annual data security and protection training annually.
	Reduced
	Low
	

	DPIA Sign Off	Comment by Kershaw Helen: Individual organisations to complete

	Item
	Name/Date
	Notes 

	SIRO approved:
	Name:
	Integrated actions back into project plan, with date and responsibility for completion

	
	Date:
	

	Caldicott Guardian approved: 
	Name: 
	If accepting any residual high risk, consult the ICO before going ahead

	
	Date:
	

	DPO advice provided 
	Name: Jeanie Hedley
	DPO should advise on compliance, identify measure to reduce risk section and whether processing can proceed

	
	Date: 23/01/2023
	

	Summary of DPO advice: 
Having reviewed this DPIA, I am satisfied that a comprehensive assessment has been carried out. (This is based on the GPs completing all areas highlighted above.) 
All data will be processed in accordance with Data Protection legislation and handled in line with organisational best practice and data retention policies. I am therefore satisfied with the organisational security measures employed and recommend the processing goes ahead as outlined within this DPIA.

	DPO advice accepted or overruled by:
(SIRO/Caldicott Guardian)
	Name:
	If overruled, you must explain your reasons

	
	Date:
	

	Comments:


	Consultation responses reviewed by:
	Name:
	If your decision departs from individuals’ views, you must explain your reasons

	
	Date:
	

	Comments:


	This DPIA will be kept under review by:
	Name:
	The DPO should also review ongoing compliance with DPIA

	
	Date:
	



Head Office:  First Floor, Switch House, Northern Perimeter Road, Bootle, Merseyside L30 7PT
For more information about NHS Informatics Merseyside, say hello to us online:
[image: ]t   0151 296 7888         w   www.imerseyside.nhs.uk                      @nhsimerseyside
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[bookmark: _Toc2092153]Introduction

The General Data Protection Regulation (GDPR) sets out a number of key principles that organisations must comply with. Integrity and confidentiality (security) and accountability are just two of them.  The confidentiality and integrity of personal data must always be maintained.  Access must be controlled to achieve this.

It is necessary for organisational and technical measures to be in place to achieve the principles. The personal data must be appropriately protected, and encryption is a technical measure to achieve this.  If the data is encrypted it remains confidential and maintains its integrity even if it falls into the wrong hands.  The breach impact is drastically reduced for both organisational and individuals whose data it is.



The new accountability principle specifically requires organisations to take responsibility for complying with all the principles, and to have appropriate processes and records in place to demonstrate compliance.  Measures must also be taken to protect against unlawful processing, accidental loss as well as the destruction or damage of personal data.  

This means data must be protected and compliance maintained where ever the data goes as well as at each stage of processing (external, internal, across borders, and jurisdictions, and with third parties.)  This requires all organisations to have processes in place to demonstrate compliance.  Audit is one process that is evidence of compliance and this document describes the process to complete an Information Governance (IG) audit request.

[bookmark: _Toc2092154]Purpose

The purpose of this document is to outline the process for requesting and conducting an IG audit.  An IG audit could be requested when an investigation is underway within an organisation or at the request of a patient, who may wish to know who has accessed their shared medical record and why.  



[bookmark: _Toc2092155]Scope

[bookmark: _Toc2092156]In Scope

1. Community Services:

All IG requested audits are in scope when the request is from a Community Service provider.  If the request includes an audit to show access to the shared GP record, this could be included in the audit report.  Examples of IG audits that have been requested in recent past include:

A. A request in May 2018 to provide a report on all patient records accessed by a specific user that were not on her caseload between the dates 31/3/2014 to 27/04/2018.  The report produced was inclusive of all the patient records accessed including the shared record.  The analysis had to be conducted by the clinical team leader as the System Support Team had no knowledge of what team the member of staff worked in as she worked in a number of different teams over the period.

B. In December 2018 the team was asked to report on any and all records accessed on EMIS Web by a specific member of staff and to also report if a specific individual had ever had a record registered on the application as a patient.  The request was a result of a member of staff making a complaint about care received by a relative who was an inpatient in a mental health care facility and she claimed to have accessed all the patient records held across the clinical systems.  She claimed she had access due to being a member of staff employed by the Trust.  A report was produced accordingly from the EMIS Web application to assist in the investigation.  



2. GP Practice:



A GP Practice will normally undertake their own ‘Privacy Audits’ in the same way that community services will do.  It is possible that they can audit on the community shared record and where possible they will undertake this audit themselves.  However there may be Practices that would seek to utilise the service of the System Support Team within IM, to produce the audit report on their behalf.  This can be done by contacting the IT Service Desk by Live Chat or Self Service Portal and making a request.

[bookmark: _Toc2092157]Out of Scope

Routine privacy audits were handed over to each of the community services to undertake their own reporting each month in 2017.  Team Leaders are tasked with producing the reports on a monthly basis as part of the Governance and Performance sessions.  The audits include a random number of staff and patients and identify records accessed by the randomly selected staff and also identifies all people who have accessed the randomly selected patients.  All GP Practices should undertake their own regular privacy audits.

[bookmark: _Toc2092158]Roles and Responsibilities



		

		



		· All staff both in community services and in Primary Care. 



		· To report, as appropriate,  to the relevant IG representative if it’s suspected that a member of staff has inappropriately accessed a record and to record this on the incident reporting and risk management software i.e Datix; Ulysses etc. or in-house equivalent

· If support is required by the System Support Team then contact the IT Service Desk to log a request for an Audit Report to be produced using links as above.





		· IG representative



		· To formally request the System Support Team to provide an audit report on record accessed or to identify staff who have accessed a specific record

· Provide the System Support Team with the details on the Datix report (or equivalent reporting system)  in order to follow up the request on the application

· Log this request with the IT Service Desk as above. 





		· System Support Team

		· If request comes from a Community Service, liaise with IG and/or the relevant contact on the Datix (or equivalent) report for clarity and further details of the requirement. Provide the report as requested

· Provide an update to the IG representative to enable them to update the Datix entry.





		· Service Lead or GP Practice staff member

		· To provide all details necessary to System Support Team to enable the audit report to be produced.

· To analyse the report to assist the investigation 

· Report findings to the Governance and Performance group.









[bookmark: _Toc2092159]High Level Process Flow





[bookmark: _Toc2092160]Process Overview

[bookmark: _Toc2092161]GP Practice

1. The GP Practice identifies an appropriate reason to request an audit to identify all community staff that has accessed the shared record of a patient.

2. GP Practice could report their concern to the CCG IG Team if appropriate.

3. The Practice staff would enter a record of the patient request / staff suspicion onto the Practice incident recording system, as appropriate.   

4. The practice would contact the IT Service Desk to request the System Support Team to produce the Audit report.

5. System Support liaises between the Practice and/or appropriate CCG as required until all required details are available for the audit to be produced.

6. The audit is produced and shared back with the GP Practice and or CCG as appropriate for analysis.

Community Service Provider Request 

1. An investigation into the records accessed by a specific member of staff is underway or if access to a particular patient record is under scrutiny, then the provider Trust IG Team should be informed and a Datix or Ulysses report created and a request for an appropriate audit is made. 

2. Provider IG team will contact the System Support Team to formally make this request, via service desk request and if urgent, contact System Support directly.

3. System Support liaise between the provider IG team and the community service until all required details are available for the audit to be produced.

4. The audit is produced and shared back with the provider IG team and the community service for analysis.

5. System Support team provide a formal response to the provider IG team to update the Datix / Ulysses report. 

[bookmark: _Toc2092163]Process Output

A privacy audit is produced from the EMIS Web application. 

[bookmark: _Toc2092165]Measurable Output 

A report is produced which encompasses all required parameters of the investigation.  



[bookmark: _Toc2092166]Critical Success Factors (CSFs)

Serious incident investigations are provided with the appropriate evidence from the EMIS Web application to enable the investigation to formulate conclusions.



[bookmark: _Toc2092167]Key Performance Indicators (KPIs)

[bookmark: _Toc2092168]Requested report is produced within 5 working days of the request being received by the System Support Team.

Process Review

In accordance with the Continual Service Improvement (CSI) process, the 

IM_SS_IG Audit Request process will be reviewed annually as a minimum, or more often as required, to ensure the viability of the process.









[bookmark: _Toc2092169]Process Governance

The Process Owner will be responsible for ensuring the Process Manager(s) implements the process and evaluates the efficacy of it.  

The Process Owner will escalate any blockers or issues to the Operational Management Team (OMT), via line management as appropriate.

[bookmark: _Toc2092170]Assumptions

n/a

[bookmark: _Toc2092171]Appendices

Appendix 1

This guidance document was circulated to all Community Staff as an introduction to privacy audits.  





Appendix 2

This guidance document explains how staff are able to perform a perform access audits on the shared record.  





Appendix 3

This guidance document support GP Practice staff when performing an access audit on the external record i.e. who has viewed a patient record in the Community.
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GP Practice


The GP Practice identifies an appropriate reason to request an audit to identify all community staff who have accessed the shared record of a patient
GP Practice could report their concern to the CCG IG Team if appropriate.
The Practice staff would enter a record of the patient request / staff suspicion onto the Practice incident recording system, as appropriate.
The practice would contact the IT Service Desk to request the System Support Team to produce the Audit report.
System Support liaises between the Practice and/or appropriate CCG as required until all required details are available for the audit to be produced.
The audit is produced and shared back with the GP Practice and or CCG as appropriate for analysis.
An investigation into the records accessed by a specific member of staff is underway or if access to a particular patient record is under scrutiny, then the provider Trust IG Team should be informed and a Datix or Ulysses report created and a request for an appropriate audit is made.
Provider IG team will contact the System Support Team to formally make this request, via service desk request and if urgent, contact System Support directly.
System Support liaise between the provider IG team and the community service until all required details are available for the audit to be produced.
The audit is produced and shared back with the provider IG team and the community service for analysis.
System Support team provide a formal response to the provider IG team to update the Datix / Ulysses report.
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Introduction to Privacy Audits 



 
Background 
 
All patients have a right to a copy of any staff who have accessed their 
electronic records; this usually includes the staff member’s name, the date and 
time of accessing the record and the type of activity conducted. This will include 
non-clinical staff who have access the record.  
 
All electronic health record systems should routinely be subject to privacy audits. 
IG and the System Support Team at IMerseyside have produced this guidance 
to support this process.  
 
Team Leaders should ensure these are conducted monthly and completion 
report via the monthly Governance and Performance sessions. Please ask your 
Locality Governance Lead for the template report. 
 
What are they? 
 
The audits should be carried out to include random members of staff and 
patients. These audits are not to target individual members of staff or patients. If 
you have a concern about inappropriate access prior to conducting an audit then 
please contact the IG team. 
 
What will they tell you 
 



• Starter/leaver process 
• Staff who have accessed a patient record who is not on their 



caseload or you are not sure why it should have been accessed 
• Has consent been recorded appropriately 
• Corporate staff who have access – do you wish to query the access 



 
What to do if everything is fine 
 
Report the activity on the monthly template report and submit to your 
Governance lead. Please report that no issues were found. 
 
What to do if not 
 
You may just need to query why a member of staff access the record, i.e. a 
member of a corporate team or a member of staff has accessed a record 
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multiple times within a short time period. If you think it needs a more formal 
investigation, report via the Incident Reporting Policy. The IG team can be 
contacted for all queries on 0151 295 3012 or email 
information.governance@liverpoolch.nhs.uk 
 



Local Requirements 
 



This document provides an overview of how to run the audit, whether it is for an 
individual user or a number of staff. There will be times where people have 
accidently opened the wrong patient with a similar name, the purpose of the 
audit is to look for anything that stands out as unusual such as accessing 
celebrities and/or relatives. 
 
The audits are to be run the first week of each month; one day in that week will 
be selected and the activity on that day audited for a random member or 
selection of staff. 





mailto:information.governance@liverpoolch.nhs.uk
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How to Use EMIS Audit Trails 
 
To access the Audit Trail, go to the EMIS Ball, go to System Tools, and then click on Audit 
Trails.  
 



 
 



 
Then select Record Access icon. This can be found in the ribbon at the top of the page:  
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The Audit Trail page has the Report Filters in the left hand column and the audit data will be 
displayed over to the right hand side:  
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Running a report on a user/group of users  
 
You can run an audit on a particular user or group of users by ticking the Filter by User box. 
You can then use the magnifying glass to add a user or users to the report.  
 



 
 



Click OK once you have selected the required users. Next, ensure the tickbox for Filter by 
Date is ticked and then select the date or range of dates you want to query.  
 



 
 



Next, filter the report by Event Type. Filtering by event type will only show records for the 
event type you have selected.  
 
The types below are the main ones you would audit:  
 



Care Record Viewed - This will display an entry every time a patient’s record is 
accessed.  
Shared Record Viewed - This will display an entry every time a shared record is 
viewed by a user within your EMIS organisation.  
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Data Viewed By Outside Organisation - This will display an entry every time a user 
from an external organisation views a care record in the organisation that we are 
auditing.  
Permission To View Shared Record - This will display an entry every time a shared 
record is accessed where the staff member has to give a consent reason.  
Mobile Patient Record retrieved – This will display an entry when a patient’s record is 
accessed from EMIS Mobile. 
Mobile shared data retrieved from external organisation - This display an entry 
every time a user from an external organisation has viewed a patient record in the 
organisation we are auditing.  



 
 
Click on the Event Types you want to audit and they will be highlighted in blue. Then click 
Apply to display the data.  
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How to run an audit on a patient 
 
You can also run an audit on a particular patient if you want to see specific activity for them/ 
have concerns that their records may be being access innappropriately. If you click the tick 
box for Use Currently Selected Patient, the Patient Find box will appear. From here you 
can search for a patient in the usual way.  
 



 
 
When you have selected the patient, click the Apply box in the Filters column and the data 
will be displayed:  
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How to Export the Audit Data 
 
You can export this data to .csv, which you can then open using Microsoft Excel. First, you 
need to apply the filters to display the data you need, then click Export in the ribbon at the top 
of the page and select Export to CSV. 
 



 
 
 
A box will be displayed with the export options. Select either All Data in filter or Current 
Page Only. Then click the folder icon and select a location and create a filename to export 
the report to, and then click Export.  
 



 
 



The report will then export to your selected location. Please be aware that a large report will 
negatively impact performance across the EMIS organisation. ary with the amount of data you 
export. If you have a large amount of data to export, it is advisable to export the audit outside 
of normal working hours.  
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[bookmark: _Toc518053483]List of iLinks Organisation Codes





			ORG


			STATUS


			CDB





			Aintree iLinks 


			Live			30200





			Alder Hey iLinks 


			Not Live			30272





			Clatterbridge Cancer Centre iLinks 


			Not Live			30271





			Liverpool Womens Hospital iLinks 


			Not Live			30253





			Mersey Care iLinks 


			Live			30254





			RLBUHT iLinks 


			Live			30239





			The Walton Centre iLinks 


			Not Live			30255



























































[bookmark: _Toc518044290][bookmark: _Toc518053484]Exporting The Document





· Launch EMIS Web


· From the EMIS ball select System Tools and Audit Trails:


[image: ]


· Select Record Access from the top menu bar:


[image: ]


· Tick Filter by Date and select the date range


· Tick Filter by Event Type and select Shared Record Viewed


[image: ]


· Click Apply and the results will populate the window: 


[image: ]


· Click the down arrowe underneath Export  and select Export to CSV


[image: ]


· In the Export Audit Data window, ensure All Data in filter is selected as default and click the folder icon next to Save As to save the file:


[image: ]


· Give the exported report an appropriate name and destination and click Save:


[image: ]


· You should be presented with the following window. Press Export:


[image: ]


· Click OK:


[image: ]
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· The report should export into an Excel document saved on your desktop and when opened look similar to below: 


[image: ]


· Amend the document layout as required removing any fields not required:


[image: ]


· Format the table to give headings:


[image: ]


· Click on Sheet 1 on the bottom tab next to the report name:


[image: ]


· Select cell 1A


· Click the Insert tab at the top and select Pivot Table:


[image: ] 


· The following box will open: 


[image: ]


· Click back into the exported report sheet and select the first cell of the report (usually User) hold Shift and select the last populated cell:


[image: ]


· Press OK:


· The following fields should show (depending on the headers):


[image: ]


· From the PivotTable Fields section, pull User into Rows, and pull AuditTypeId into Values


[image: ]


· The table should populate with Users names under Row Labels and the amount of times that user has accessed a shared record under Count of AuditTypeId with a Grand Total at the bottom.


· Once this has completed click in file and save as and ensure that save as type: is set to excel workbook and save the document.
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Disclaimer 



Periodically changes to business processes or updates to systems or applications result in 
the update of training guides and materials. It is the responsibility of the delegate to check 
that they have the most up-to-date guides. All guides contain a Change Control table at 
the front which will detail when the document was updated. If you want to check if you 
have the correct version please email training@imerseyside.nhs.uk 
 



Change Control  



Document Type Document Title  
Training Guide Audit Trails for Shared Records 



Version Date Owner Change Purpose 
V1.1 27 August 2020 Amber Hirshman Information added and changes 



made 
Annual Review 



V1.2 04 September 2020 Helen Kershaw Suggested changes Proofread 



V1.3 18 September 2020 Amber Hirshman Proofing changes made Quality 



V1.4 25 September 2020 Helen Kershaw Suggested Changes Proofread 



V1.5 25 September 2020 Amber Hirshman Proof changes made and phone 
number removed from guide. 



Quality 



V1.6 30 September 2020 Jo Menary Minor format changes Proofread 



V1.7 09 December 2021 Phil Hughes   



V2.1 18 May 2022 Melanie Ross Minor Formatting Changes Annual Review 



V2.2 20 May 2022 Helen Kershaw Suggested changes Proofread 



V2.3 09 June 2022 Mel Ross Changes made Quality 



 
Document Approval 



Version Date Approver Name  Approver Job Title 
V1.0 1 August 2019 Jo Menary Lead Trainer 



V1.0 1 August 2019 Helen Kershaw Primary Care IG Lead 



V2.0 25 September 2020 Helen Kershaw Primary Care IG Lead 



V2.0 30 September 2020 Jo Menary Lead Trainer 



 
Hints and Tips  



 



This symbol suggests a tip or a good method of working for speed and 
efficiency 



 
This symbol suggests a caution or an action to be aware of 



 
This symbol indicates an Information Governance warning 



 
This symbol indicates hints and tips that support digital optimisation 
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Shared Record Access Audits 



As the data controller, the practice is responsible for making patients aware of when and 
how their data can be shared, and how they can object to sharing if they prefer. This 
information should be included in the practice’s privacy notices. 
 
All user activity on patient shared records in EMIS Web is audited.  A practice can audit its 
users and from outside organisations that have accessed a patient’s shared record.   
 
Audit trail entries cannot be edited or deleted. 
 



EMIS Web data sharing principles 



All data sharing in EMIS Web is based on the following underlying principles: 
 



➢ Organisations control their own data 



➢ Patients can agree to share their data, or object to sharing 



➢ No data is ‘sent’, sharing simply enables other organisations to view the data 



➢ Organisations can hide data, using confidentiality policies 



➢ Access to shared data depends on RBAC roles and activities 



➢ Access to shared data is audited, both for sharing organisations and viewing 
organisations 



➢ Users viewing shared data must have a legitimate relationship with the patient 
 



Record Access Event Types 



➢ Shared Record Viewed  - View a record configured for sharing 



➢ Care Record Viewed by Outside Organisation - an organisation with a data sharing 
agreement configured 



➢ Permission to View Shared Record – Shared record viewed, if permission to view 
was required 



➢ External Care Record Viewed – A patient record has been viewed externally of the 
surgery, e.g. NHS App or Patient Access. 
 



Access Audit Trails 



▪ From the EMIS ball → navigate to System Tools → select Audit Trails. 
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▪ Select the Record Access icon on the ribbon. 



 
 



Shared Record Viewed Audit 



To audit users from the practice who have accessed the shared record for registered 
patients: 
 



▪ Select Date Filter → add the required date range. 



 
 



▪ Tick Event Type → select Shared record viewed. 



 
 



▪ Click Apply. 



 
 
The results will display on the right side of the screen. 
 



 
 



Care Record Viewed by Outside Organisation Audit 



To audit users outside of the organisation that have viewed the care record for registered 
patients. 
 
 



▪ Select Date Filter → add the required date range. 
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▪ Select Event Type → Care record viewed by outside organisation. 



 
 



▪ Click → Apply. 



 
 
The results will display on the right side of the screen. 
 



 
 
If there are any IG concerns about this report e.g. suspect inappropriate access, 
this should initially be reported via the practice incident reporting process.  
 
To request specific assistance from the System Support Team, contact the IT Service 
Desk via Self Service Portal to make a request or initiate a Live Chat with a Service Desk 
Agent. 
 



Permission to View Shared Record Audit 



To audit users from the practice and from outside organisations who have viewed a shared 
record when permission to view was required: 
 



▪ Select Date Filter → add the required date range. 



 
▪ Tick Event Type → select Shared record viewed – prompted for permission. 





http://sostenuto-app:8082/Sostenuto/SContacts/








 
Audit Trails for Shared Records EWPV V2.1 Page 7 of 8 
Date of Approval: 30 September 2020 Next Review Date: 09 May 2023  
  



 
 



▪ Click Apply. 



 
 
The results will display on the right side of the screen. 
 



GP Shared Record History 



GP Shared Record History is a feature of Patient Access and provides an audit trail for the 
patient of when and why (where applicable) their care record has been viewed by a 
healthcare organisation outside of their practice in the last 12 months.  
 
This may have been to assist with a decision as part of patient care, a referral, or even in 
an Accident and Emergency. The GP Shared Record History feature in Patient Access will 
only be available to patients who have access to either their medical records or repeat 
prescribing. 
 



External Care Record Viewed Audit 



Audit patients who have accessed their care records external to the practice. 
                                                               



▪ Tick Date Filter → Add the required date. 



 
 



▪ Tick Event Type → select External care record viewed. 



 
▪ Click Apply. 











 
Audit Trails for Shared Records EWPV V2.1 Page 8 of 8 
Date of Approval: 30 September 2020 Next Review Date: 09 May 2023  
  



 
 
The results will display on the right side of the screen. 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Contact Details 



System Queries EMIS Web 0330 024 1270 



IT Queries 
Informatics Merseyside 
IT Service Desk 



0151 296 7777 



Training Queries 
Informatics Merseyside 
Training Service 



training@imerseyside.nhs.uk 



 





mailto:training@imerseyside.nhs.uk







image2.png

NHS

Informatics Merseyside






image3.png








image4.emf
Immedicare  Business Continuity Plan - v6 -FINAL.pdf


Immedicare Business Continuity Plan - v6 -FINAL.pdf


 
 
 
 
 


1 
August 2022 


 
 
 
 
 


Business Continuity Plan 


 


 
  


 
 
 


IMM-Doc-5.6.0







 
 
 
 
 


2 
August 2022 


Contents 
Business Continuity Plan ................................................................................... Error! Bookmark not defined. 


Introduction ..................................................................................................................................................... 4 


1    Part 1 – Business Impact Analysis ....................................................................................................... 4 


1.1 Scope .............................................................................................................................................. 4 


1.2 Team Leadership ............................................................................................................................ 4 


1.3 Contact details ................................................................................................................................ 4 


2.3           Site / Location details ..................................................................................................................... 4 


 
2 Part 2 - Risk Assessment ..................................................................................................................... 5 


2.1 General Details ............................................................................................................................... 5 


2.2 Recovery time objective ................................................................................................................. 5 


2.3 Staff ................................................................................................................................................ 5 


2.4 Workspace ...................................................................................................................................... 5 


2.5 IT and Data ..................................................................................................................................... 5 


2.6 Communications ............................................................................................................................. 6 


2.7 Equipment ....................................................................................................................................... 6 


2.8 Risk Assessment ............................................................................................................................ 6 


 
3      Part 3 – Final Business Continuity Plan............................................................................................. 7 


        Appendix A ............................................................................................................................................. 9 


 
4 Part 4 – Involve ................................................................................................................................... 11 


4.1          Introduction to Involve .................................................................................................................. 11 


4.2            Key Resource .............................................................................................................................. 12 


4.3          Responsibilities for Services ........................................................................................................ 12 


4.3.2 The Emergency Response Team (ERT) ...................................................................................... 12 


4.3.3 The Business Continuity Plan (BCP) ............................................................................................ 12 


4.4          Potential Business Interruptions/Failures ..................................................................................... 12 


4.4           Failure of Internet Connection ...................................................................................................... 12 


4.4           Network Down .............................................................................................................................. 13 


4.4.3         N3 Down ....................................................................................................................................... 13 


4.4.4         Failure of Infrastructure Item ........................................................................................................ 13 


4.4.5         Loss of Power ............................................................................................................................... 14 


4.4.6         PCs, Webcams and headsets ...................................................................................................... 14 


4.4.7         Loss of Key Staff .......................................................................................................................... 14 


4.5           Emergency Response .................................................................................................................. 15 


4.5.1        Introduction ................................................................................................................................... 15 


4.5.2 Priorities ........................................................................................................................................ 16 


4.5.3 Emergency Response Team (ERT) ............................................................................................. 16 


4.5.4 ERT Assembly Location ............................................................................................................... 17 


4.5.5 ERT Action .................................................................................................................................... 17 
IMM-Doc-5.6.0







 
 
 
 
 


3 
August 2022 


4.5.6 Recovery Team ............................................................................................................................ 17 


4.6          BCP Procedure ............................................................................................................................. 17 


4.6.1        Invocation of the Full BCP ............................................................................................................ 17 


4.7          RPO & RTO .................................................................................................................................. 17 


4.8          ERT Emergency Action Checklist ................................................................................................ 18 


4.9          Personnel ..................................................................................................................................... 18 


4.9.1        General Responsibilities of Staff .................................................................................................. 18 


4.9.2 Specific Responsibilities ............................................................................................................... 18 


4.9.3 Calling Tree .................................................................................................................................. 19 


4.9.4 ERT and Key Staff Contact Information ....................................................................................... 19 


4.10          Information Systems and Communications .................................................................................. 19 


4.10.1      Core Services and Systems ......................................................................................................... 19 


4.10.2 Priority of Core Service ................................................................................................................. 19 


4.10.3 Restoration Timetable .................................................................................................................. 20 


4.11          BCP Testing ................................................................................................................................. 20 


4.12          Disaster Checklist (For Staff) ....................................................................................................... 20 


4.13          Lesson Learned ............................................................................................................................ 20 


4.14          Acceptance ................................................................................................................................... 20 


 
 


                   
 


 


 


 
 
 
 
 
 
 
 
 
 
 


 


 
 
 
 


 


  


IMM-Doc-5.6.0







 
 
 
 
 


4 
August 2022 


 


 


Introduction 


A number of scenarios have been assessed as High or Very High risks for this service.  The plans 
in this document only contain the actual steps and information required to put the business continuity 
strategy into effect. (Please consult the completed Business Continuity Toolkit for all supporting 
information) 


1 Part 1 – Business Impact Analysis 


The following service is provided from the Hub (location A22): 
 
Telemedicine Service: 
Is a 24/7 clinical video service for patients living nursing and residential homes across England.  The 
telemedicine service is also delivered to patients living in their own homes. Telemedicine services 
using Cisco technology are delivered by Immedicare (a joint venture between ANHSFT and Involve 
Visual Collaboration Ltd). Video assessment and triage is undertaken to deliver care to the patient 
in their own homes with the aim of reducing GP/community nurse visits, ambulance call outs, 
unnecessary ED attendances and admissions. 
This service is delivered predominantly by band 6 clinical staff with the support of band 5 clinicians 
and band 3 non-clinical staff. 


1.1 Scope 
This plan sets out the steps to be taken in the event of failure of any part of the services described 
in part 1. 


1.2 Team Leadership 
The Business Continuity team leader for the Airedale Digital Care Hub is the Nurse Consultant for 
Digital and Acute Care or the Digital Care Hub Manager. They are responsible for the successful 
implementation of this plan.  


1.3 Contact details 
Name & title: Work no: Home no: Mobile no: 


Rachel Binks, Nurse 
Consultant for Digital 
Care 


01535 
292265 


Airedale NHS Foundation 
Trust Contact switchboard 


Airedale NHS Foundation Trust 
Contact Switchboard 


Marie Buchan, Head of 
Digital Care Hub 


01535 
292767 


Airedale NHS Foundation 
Trust Contact switchboard 


Airedale NHS Foundation Trust 
Contact Switchboard 


 


2.3     Site / Location details 
Address Contact 


Number 
Key Holder 


Airedale Digital Care 
Hub,   
Airedale General 
Hospital 


01535 
292760 


Marie Buchan, 
All Digital Care 
Hub staff 
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2 Part 2 - Risk Assessment 


2.1 General Details 
Name of Department/Service Digital Care Hub 


Main customers, patient groups, 
clients or service users 


Patients and carers in nursing and residential care homes 


Main functions of the service To deliver 24/7 telemedicine services to patients. 
  


Completed By Marie Buchan, Head of Digital Care Hub. 


2.2 Recovery time objective 


Service 
Functions 


Can cope without system/service for 


Up to 1 
hr 


1-
4hrs 


4-
12hr 


12-
24hr 


24-
72hr 


72hr-
7days 


7-
14days 


14-
28days 


Over 28 
days 


Prevention of 
unnecessary 
admission to 
hospital 


X         


Delivery of care 
to patients in their 
own place of 
residence (care 
home settings) 


X         


2.3 Staff  
Type of staff Normal Number of staff 


(FTE) 
% staff required to restore minimum service function 
within above timeframe 


Managerial 3 (inc. Nurse Consultant) 30% 


Clerical 2 50% 


Clinical -  22 50% 


Clinical 
Support - 


11  


Other* -   


 
*please list other staff by type, e.g. Radiographer, Midwife, Obstetrician, Project Manager, Auditor, Accountant 
and add additional rows if required 


2.4 Workspace 


Service Functions Type of workspace 


Prevention of avoidable admission to 
hospital 


Private office space with networked computer access to Cisco 
software for video conferencing, SystmOne and internet. 
Telephone access 


Delivery of care to patients in their own 
place of residence 


Private office space with networked computer access to Cisco 
software for video conferencing, SystmOne and internet. 
Telephone access 


2.5 IT and Data 


System/ 
Service 


Likelihood   


Can cope without system/service for 


Up to 1 
hr 


1-4hrs 4-12hr 12-
24hr 


24-
72hr 


72hr-
7days 


7-
14days 


14-
28days 


Over 
28 
days 


Involve 
Managed 
Service 


3 X         


Internet 3 X         


Email 3     X     
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Microsoft 
Applications 


 
2 


    X  
 


   


Storage areas 
– My 
Documents & V 
Drive 


 
2 
 


        
X 


 


SystmOne Out 
of Hours and 
Community 
Module 


2    X      


2.6 Communications 


System/ 
Service 


Likelihood   


Can cope without system/service for 


Up to 
1 hr 


1-4hrs 4-12hr 12-
24hr 


24-72hr 72hr-
7days 


7-
14days 


14-
28days 


Over 28 
days 


Phone 2 X         


Video 
Conferencing 


3 X         


Other*           


2.7 Equipment 


Equipment Likelihood   


Can cope without system/service for 


Up to 
1 hr 


1-
4hrs 


4-
12hr 


12-
24hr 


24-
72hr 


72hr-
7days 


7-14days 14-
28days 


Over 28 
days 


PCs 2  X        


Video 
Conferencing  


2 X         


Head set 2      X    


Web Cam 2  X        
 


Suppliers 


Supplier Likelihood   


Can cope without system/service for 


Up to 
1 hr 


1-4hrs 4-12hr 12-
24hr 


24-
72hr 


72hr-
7days 


7-14days 14-28days Over 28 
days 


Managed 
Service 


2  X        


2.8 Risk Assessment 
Hazard Impact Likelihood Risk Rating 


Clinical Staff 4 3 12 


Clerical/Managerial staff 3 3 9 


Workspace 4 2 8 


IT and Data 4 3 12 


Communication 4 2 8 


Equipment 4 2 8 


Supplier 4 2 8 


Transport N/A N/A N/A 


Paper Records    
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Part 3 – Final Business Continuity Plan  
Plans have been completed for each of the risks scoring 9 or more listed above.   
Incidents will be managed at the level appropriate to the impact on services. Senior management 
will be kept aware of any incident that is disrupting critical activities. In the event of a major disruption, 
the Trust duty director will activate the Major incident Command and Control arrangements. 
Individual services will form operational commands to feed into the tactical and strategic decision-
making groups. 
Where applicable detailed procedures have been appended to the plans and cross-referenced.   
 


INCIDENT ACTION 
 


Loss of clinical staff for the 
hub due to adverse 
weather/unexpected 
sickness having a significant 
impact on the service 


Contact other members of the hub nursing team  
If above options unsuccessful refer Nurse Consultant and/or Head of Digital 
Care Hub for decision on whether hub continues to be staffed for the 
duration of the period affected. 
If no clinical cover for hub a registered clinician will be nominated to respond 
to calls as and when needed. Clerical staff to take calls for escalation to 
nominated clinician. 
Inform 1st on call manager out of hours   
Alert the Relationship Team Manager for Immedicare and the Trust’s 
Director of Nursing and Operations Director for Urgent Care.  
Raise an AEF, alert Immedicare SMT and Board 


Loss of Call Handlers due to 
adverse weather/unexpected 
sickness having a significant 
impact on the service 


Contact other members of the call handling team if unsuccessful contact 
hub nursing team for cover. 
If unsuccessful, contact Involve to close the band 3 queue for the duration 
of the period affected. 
Alert the Relationship Team Manager for Immedicare and the Trust’s 
Director of Nursing and Operations Director for Urgent Care 
Raise an AEF, alert Immedicare SMT and Board 


Loss of clerical staff for the 
hub due to adverse 
weather/unexpected 
sickness having an impact 
on the service 


If no clerical staff all telephones in the hub to be diverted to 2764. 
If clinical team unable to manage clerical call demands a Voice Mail to be 
placed on all extensions of clerical staff advising of disruption in service.  
Contact switchboard to arrange a voice mail recorded message.  
Communication email to the wider Trust informing of a period of reduced 
service. 
Clinical staff to contact:  


• ANHSFT Community Services Manager 


• BDCT Community Services Manager  


• On-call Palliative Care Consultant 
 


Demand exceeds capacity 
(high abandoned call rate) 


In hours – Team leaders and trained administration staff, if available, to 
support clinical assessors in taking calls and tasks. 
Hub staff (shift co-ordinator) escalate to hub management team who follow 
the process for loss of clinical staffing above.  
Hub management team approach Immedicare for resource to inform homes 
of acuity and to expect delays in calls being answered. 
Out of hours - Hub staff escalate to on call site management team who 
follow the process for loss of clinical staffing above. 
Trust adverse event process to be followed and escalated to Immedicare in 


hours for appropriate management. 
 


Loss of clinical workspace 
Digital Care Hub due to 
flood/fire/adverse weather 
etc. 


Relocate to IT Business Centre  
In hours contact IT helpdesk to advise IT Systems Manager and or Head of 
IT to advise the area is needed and to arrange entry. 
Out hours contact Airedale IT team and security.  
Out of hours contact senior manager first on call. 
Out of hours contact Airedale IT on call for support with switching over the 
video software to the new location. 


Out of hours contact security for entry. 
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Alert switchboard in and out of hours that the telephone lines require 
‘patching’ through to IT Business Centre. 
Collect Laptops from switchboard – headsets in laptop bags. 
Set up laptops, plug in headsets, log in as per normal PC in hub. 
 


Loss of clerical workspace Identify suitable office location with access to trust networked computers 
If needed the Head of Digital Care Hub and Nurse Consultant for Digital can   
work from home remotely accessing via VPN. 


Loss of internet and email Access to the internet is critical for the clinical service. Report to IT 
immediately. 
See flow chart for IT failure process (Appendix A). See also loss of video 
conferencing section. 
Access to the internet is not critical to the administration, however if needed 
this could be done at home. 
Instead of using email communication would revert to telephone / 
memorandum / letter / meetings. 


Loss of Microsoft 
Applications 


If the Directory of Services (Excel spreadsheets) are unavailable staff will 
use the F4 function in SystmOne which lists the GP contact details, if 
another service is needed then staff will either ask the GP Practice for the 
contact or ask care homes and callers (if applicable for non care home calls) 
if they can confirm the telephone number of the service for the onward 
referral.  In instances where this fails, staff will use the internet to search for 
the appropriate service. Alternatively, 111 could provide the contact details 
Handheld notes would need to be kept and entered onto Microsoft 
applications when available. Handheld notes would need to be kept and 
entered onto Microsoft applications when available. 
 


Loss of Storage Areas (My 
Docs, V Drive) 


Files should be saved to desk top or on trust encrypted data stick. 


Loss of SystmOne Out of 
Hours / Community Module 


All clinical consultations will be recorded on the consultation assessment 
form. 
For urgent referrals/cases verbal handovers or email of the clinical 
consultation from the Digital.carehub@nhs.net account to another NHS.net 
account. 
Original copy to be typed into SystmOne when available and disposed of in 
the confidential waste 


Loss of Telephone If isolated to immediate work area telephones in other areas to be used. 
If problem, site wide communication should be made via email / mobile 
telephone on discussion with Team Leader or Head of Digital Care Hub. 
 


Loss of PCs Source alternative PCs within the Trust and ‘hotdesk’. 
Utilise the laptops held in the Digital Care Hub. 
Borrow spare laptops where possible. 
Work from home. 


Loss video Conferencing Within the Digital Care Hub see flow chart for IT failure process (Appendix 
A). Contact all departments if any consultations are booked into the digital 
care hub.  


Loss of Headset Retrieve headsets from contingency box.  
If no contingency headset clinical staff to use private office areas for taking 
calls. 
Clerical staff to work from the call triage area, for duration of the loss of 
headset to provide the clinical team with individual areas suitable for 
consultations without headsets. 
Obtain new headset as soon as possible. 


Loss of Webcam Borrow webcam from one of the offices and inform the digital care hub 
manager and/or team leader.  
If no webcams in offices retrieve cameras from the laptops held.  


Jabber Login Contact Involve Support desk via email or phone on 
customer.support@involve.vc or 0330 088 3312 
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Appendix A 


 
 


Unable to make 
outbound calls


Agent status 
changes to 


unavailable or 
offline


No incoming calls 
for 1 hour


Contact from 
patient/care home 


reporting a problem 
with connecting


Talk the caller 
through connecting 


Caller able to 
connect? 


Yes


Advise caller to 
contact the 


technical helpdesk 
03300883312


No


Are calls being 
received from 


elsewhere?
Yes


Test calls between 
staff on duty


Test call to Involve 
helpdesk


No


Can the status 
be changed to 


available?
Yes


Contact Airedale IT 
Helpdesk/out of 
hours contact on 


call IT


No


No issue with 
network


Can connections 
be made 


between all sites?


Test call with care 
home and patient’s 
home (do not test 
with a patient at 


home between 8pm 
& 9am)


yes


User error no issue 
with network or 


connectivity


User error/device 
issue, no issue with 


network or 
connectivity


LAN/WAN issue 


Airedale IT to liaise 
with local provider 
and inform Involve 


Helpdesk


Yes


Airedale IT to 
handover to Involve


No


Hub to Alert 
Hub Senior 


Manager. Out 
of hours alert 


1st On Call 
Manager via 
switchboard


Hub Manager/
1st on call 


manager to 
establish 


estimated 
timescale for 


restoring 
service


Hub Manager 
to raise AEF


Failures of less 
than 3 hours IT 


to inform 
Director of 


Finance and 
Hub Manager/


Nurse 
Consultant to 


inform 
Director of 
Operations 
providing 


summary of 
issue and 
resolution


Failures in 
excess of 3 
hours IT to 


inform 
Director of 


Finance and 
Director of 


Operations of 
the situation


IT Failure Process


Airedale IT to 
establish timescales 
and communicate 
to Hub and Involve 


Helpdesk


Involve to provide 
estimated 


timescales to 
Airedale IT


Airedale IT to advise 
hub of timescales


 
 
 
ANHSFT On Call IT Engineer to be contacted through switchboard 01535 652511 
  
Involve Helpdesk 24 hour 0330 088 3312 
Involve Emergency Escalation 07966 327290 
 
 
SEE ALSO IMMEDICARE ESCALATION DOCUMENT for further Guidance 
 
 
http://intranet.anhst.nhs.uk/TeamCentre/DigitalCareHub/Risk%20Managment%20and%20Busines
s%20Continuity/Forms/AllItems.aspx 
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Risk assessment Yes 


Legal issues Yes 


3 Part 4 – Involve  


3.1 Introduction to Involve   


 
The purpose of this plan is to set out the procedures Involve will take to survive interruption to, or 
failure of the loss of a significant part of the business operation for more than a few hours. The 
problem could be minor, moderate, or major. Power failure, theft, fire, flood, bomb, vehicle 
collision, chemical spillage are typical causes. 
 
For specific incidents affecting service on the platform, Involve would invoke their Major Incident 
Plan for Immedicare. Details of the plan are outlined in section 4.5.1. 
 
 
Obviously, the company will manage each incident differently, depending on the severity of the 
interruption and the length of time a function, building or room is unavailable, but for our more 
specific purposes, our aim is to recover as quickly as we can with the minimum of interruptions to 
our services and our clients. 
This Plan also incorporates a Disaster Recovery section to cover the procedures needed if a minor 
or moderate incident was not resolved or if a major problem occurs. 
The objectives of the plan are: 


• To ensure that maximum possible service levels are maintained 


• To ensure that the company recovers from interruptions to its business as quickly as 
possible. 


• To minimise the likelihood and impact (risk) of interruptions to business 


• To safeguard the security and availability of information within the company following 
interruption to, or failure of critical business processes. 
 


For each type of business disruption, we set out: 


• Probability – the likelihood of the risk occurring (high, medium, low).  
We base this assessment primarily on past history and experience. 
 


• Impact – will the impact on our business be high, medium or low? 
The potential impact assessment is based on the Risk Management Framework, 
considering business continuity, potential breach of contract, potential loss of clients, cost 
and reputation. 
 


• Functions Affected – what operations and functions are affected 
 


• Action – what to do when the interruption occurs 
 


• Responsibilities – who takes what action 
 


• Mitigation – what we do to minimise the risk before it happens 
 
After every incident a standard set of tasks must be completed. These have not been repeated 
under each risk but they must still be done: 


• Return all operations and services to their original form, 
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• Contact all affected departments and suppliers to inform them that the incident is over and 
things are back to normal. 


 


• Thank everyone involved, preferably by personal phone call or e-mail. 
 


• Review the way we managed the incident and consider if we need to change anything. If so, 
change it in this document also. 


 


4.2 Key Resource  


• Staff - Provision of services is dependent on the knowledge and skills of existing staff. 


• Premises – Buildings. 


• Information Technology - software, hardware - file servers, PCs, printers etc. 


• Structured cabling for data and telephony, LAN equipment, WAN equipment, telephony. 


• Data – Electronic and Paper records. 


• Services - Power, heating, lighting, water etc. 


• Clients – All external clients 
 


4.3  Responsibilities for Services 
 


4.3.1 Responsibilities for Telemedicine Services 
 


All Services 
The Digital Care Hub Manager and 
Director of Strategic Health Alliances 


 


N.B. Senior management will cover for one another in the absence of one of them. 
 


4.3.2 The Emergency Response Team (ERT) 
 
The Emergency Response Team (ERT) is comprised of the Director of Strategic Health Alliances, 
Technical Services Director, the I.T. Manager, Technical Services Manager and the Service 
Delivery Manager. 
 


4.3.3 The Business Continuity Plan (BCP) 
 
The plan will be maintained and reviewed each year by Director of Digital Health Alliances and the 
Head of Digital Care Hub.  
The BCP will be available to all staff on the company Intranet and the Immedicare MS-Teams 
Channel.. 
 


4.4 Potential Business Interruptions/Failures 
 


4.4.1 Failure of Internet Connection 


Probability low 


Impact high 


Functions 


Affected 


External Access to Telemedicine platform 


Recovery Action Technical Services Manager / IT Manager will investigate the 


issue and contact the Airedale support desk to raise a ticket. 


 


Airedale I.T Support IMM-Doc-5.6.0







 
 
 
 
 


13 
August 2022 


Tel: 01535 294834 


Email: it.helpdesk@anhst.nhs.uk 


Responsibilities Technical Services Manager / Senior Manager 


 


4.4.2 Network Down 


Probability low 


Impact high 


Functions 


Affected 


All 


Recovery Action Technical Services Manager / IT Manager will investigate the 


issue and contact the Airedale support desk to raise a ticket. 


Airedale I.T Support 


Tel: 01535 294834 


Email: it.helpdesk@anhst.nhs.uk 


Responsibilities Technical Services Manager / Senior Manager 


Prevention Regular backups should be conducted to provide a recent 


restoration point 


 


4.4.3 HSCN Down 


Probability low 


Impact high 


Functions 


Affected 


Internal Access and Registration to Telemedicine platform 


Recovery Action Technical Services Manager / IT Manager will investigate the 


issue and contact the Airedale support desk to raise a ticket. 


 


Airedale I.T Support 


Tel: 01535 294834 


Email: it.helpdesk@anhst.nhs.uk 


Responsibilities Technical Services Manager / Senior Manager 


 


4.4.4 Failure of Infrastructure Item 


Probability low 


Impact medium 


Functions 


Affected 


All 


Recovery Action • Technical Services Manager / IT Manager will investigate the 


issue  


• Testing to ensure failover has activated 


• Reboot of failed device 
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• If failure continues a case should be opened with the supplier 


 


 


 


Responsibilities Technical Services Manager / Senior Manager 


Prevention Duplicate systems are deployed in a redundant design with a full 


automatic failover process 


 


4.4.5 Loss of Power 


Probability low 


Impact high 


Functions 


Affected 


All – no power means no lights, computers, phones or lifts. 


Recovery Action Battery UPS will ensure systems backup. 


A power failure will be managed by the Airedale Trust’s general 


procedures. Senior manager find out extent and likely duration of 


problem. Advise all departments of the incident via mobile phone.  


 


Responsibilities Senior Manager will notify all key parties 


 


4.4.6 PCs, Webcams and headsets 


Probability low 


Impact low 


Functions 


Affected 


Hub Users 


Recovery Action PCs / Jabber Users 


• Contact Airedale I.T Support -Tel: 01535 294834 / Email: 


it.helpdesk@anhst.nhs.uk 


• Escalate to Involve NOC – Tel 0330 0883312 / Email 
customer.support@involve.vc 


Responsibilities User of hardware with the problem 


Prevention • Use hardware in accordance with manufacturer’s instructions. 


• Shut down PC’s when not in use 


 
 


4.4.7 Loss of Key Staff 


Probability low 


Impact low 


Functions 


Affected 


Account management, Relationship management, site 


deployment, technical support, governance support 
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Recovery Action Staff ratios are increasing in line with business growth. In the 


event of key staff loss, the shortfall will be addressed via the wider 


teams in Involve: Sales and account management – Involve 


Health Team; site deployment – Involve Project Management 


Office; Technical support – Involve support team 


Responsibilities Senior Manager will notify all key parties 


 
 


4.5 Emergency Response 
 


4.5.1 Introduction 


The purpose of this section of the Business Continuity Plan is to set out the procedures Involve will 


take to survive a major failure or the loss of a significant part of the business operation for more 


than a few hours.  


Upon the identification of a major incident, Involve would invoke their Major Incident – Immedicare 


Process outlined in their Incident, Service Request and Problem management process. 


The process is detailed below, but more detailed information is available upon request: 
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Even if tackling a major disaster, our aim remains to recover as quickly as we can with the 


minimum of interruptions to our services and our clients.  


There are a number of different possible emergencies, from minor, lasting a few hours to a major 


disaster, each of which may require partial or complete invocation of the BCP. 


The responsible officer identified in section 1 – Responsibilities for Services of the BCP, must 


inform the Emergency Response Team (ERT) that a critical business system is unavailable if either 


an identified problem has not been fixed / alternative arrangements made within 2 – 4 hours of 


notification of the problem or if the problem is unlikely to be corrected within 2 – 4 hours of its 


failure.  


The ERT will then decide the extent to which the BCP Emergency Response must be invoked.  


Following a severe loss of services, the typical response cycle would be: 


Emergency response to assess level of damage, decide whether to invoke the full Airedale Trust 


Disaster Recovery plan and at what level, to notify staff etc. 


• Provision of an emergency level of service 


• Restoration of all key services. 


• Recovery to business as normal. 


Target times have been established for the above stages to be completed: 


• Within 1 – 2 business hours of the disaster. 


• Within 4 business hours of the disaster. 


• Within 1 business day of the disaster. 


• Within one week of the disaster. 


 


4.5.2 Priorities 
 


Following any escalation of the BCP, the immediate business service priorities are (in descending 


order): 


• Infrastructure restoration 


• Telecommunications – Internet and N3 


• Access to IT Systems: Internal and External Servers 


• Key Applications. 


 
4.5.3 Emergency Response Team (ERT) 
 


The team comprises of those members of staff listed in section 9. 


Contact details are available and are to be used in the event of a disaster. 


The responsibilities of the ERT are to: 


• Assess the extent of the emergency and its impact on the business, 


• Decide which elements of the Business Continuity Plan should be invoked. 


• Establish and manage a Service Continuity Team to maintain vital services. 
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• Establish and manage a Recovery Team to return to normal operation. 


• Ensure staff are notified and allocate responsibilities and activities as required. 


• Carry out the actions in the ERT Checklist. 


 


4.5.4 ERT Assembly Location 
 


The ERT will liaise by MS teams to decide on the best course of action and to possibly arrange a 


face-to-face meeting depending on the severity of the emergency. 
 


4.5.5 ERT Action 
 


The members of the ERT will take on roles and delegate activities to other staff according to the 


situation. The ERT will set clear objectives, defining responsibilities and priorities, and provide 


decisive leadership in dealing with business continuity issues. 


 


4.5.6 Recovery Team 
 


The responsibilities of the Recovery Team are to: 


• Establish facilities for an emergency level of service within business hours. 


• Restore key services within one day of the disaster. 


• Recover to business as usual within one week of the disaster. 


• Coordinate activities with the service continuity team. 


• Report on the emergency to all staff. 


 


4.6 BCP Procedure 
 


4.6.1 Invocation of the Full BCP 


This procedure applies at all Company sites. The Managing Director and Emergency Response 


Team are responsible for invoking the BCP in the event of any occurrence that affects the 


Company’s capability to perform normally. 


A member of the ERT would contact other members of the team by telephone and a decision 


would be made whether to invoke the business continuity plan. 
 


4.7 RPO & RTO 
 


The table below identifies the Recovery Point Objective and Return to Operation of data classes 
should Involve have to Invoke the BCP. 
 


Data Class Availability 
RPO 


(Data Loss Risk) 


RTO 


(Max Recovery Time) 


1 
Non-essential 


operational data. 
95% 1 week 7 days 


2 
Important productivity 


data 
96% 24 hours 24 hours 
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3 
Business important 


information 
97% 12 hours 2 hours 


4 
Business vital 


information 
98% 6 hours 6 hours 


5 
Mission-critical 


information 
99% 2 Hours 2 hours 


 
 
 


4.8 ERT Emergency Action Checklist 


This action checklist is designed for emergency situations; there are a number of circumstances in 


which appropriate action does not require the full response. 


Evacuation and calling of emergency services. 


Calling Tree - starting and managing the calling tree mechanism: maintaining a handwritten log of 


the calls made, responses and agreed next steps. 


Call Logging - setting up and managing a mechanism to ensure that all incoming calls are logged, 


issues dealt with and calls returned, as necessary. 


Events - monitoring events, information from staff, emergency services, and others. 


Staff - determining the whereabouts and condition of staff - use of the checklist; dealing with 


immediate first aid and other needs. 


IT, Telephones, Data, Records - determining extent of damage; setting up interim systems; 


planning recovery of full systems; restoring data from secure backup; recovering documents from 


off-site. 


Service Continuity - invoke plans for business unit services; set up disaster information line for 


clients; decide which other services can be kept going and to what degree; ensure services 


continue according to plan. 


4.9 Personnel 
 
4.9.1 General Responsibilities of Staff 


It is intended that all staff will receive training when the business continuity plan is tested and in 


their general and specific disaster responsibilities.  


  


 


4.9.2 Specific Responsibilities 


Specific responsibilities related to the disaster will be allocated by the emergency response team 


as required; it is likely to include the following: 


Premises, Staff, Processes, IT, and Finance.  
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4.9.3 Calling Tree 


• A calling tree mechanism has been devised to share the work of ensuring that all staff are 


notified of the disaster, rippling down from the ERT to all staff.   


• The person discovering the emergency/disaster calls a member of the ERT. 


• If no ERT member is available, then alternates are tried. 


• The calling tree and contact numbers for key staff are shown at appendix 1 of this plan. 


• All calls to and from staff, suppliers etc. must be logged by the person making/taking the call i.e. 


data and time of contact, response and agreed next step(s) 


 


4.9.4 ERT and Key Staff Contact Information 
 
The following information is Confidential and for emergency use ONLY.  
 


Name Role Contact number 


Mick Roach 
Director of Strategic Health  


Alliances 


07885 999770 


mroach@involve.vc 


Airedale Digital Care Hub  
Most senior person on duty within 


the Digital Care Hub 
01535 292764 


Rob Pasqualino Involve Managing Director 
07836 513981 


rpasqualino@involve.vc 


Daniel Loomes Technical Services Director 
07711 556473 


dloomes@involve.vc 


James Tonge Technical Services Manager 
07929 371772 


jtonge@involve.vc 


Nathan Jones Service Delivery Manager 
07870 823316 


njones@involve.vc 


Alison Horsfield  Governance Lead & DPO 
07806512652 


ahorsfield@involve.vc 


Debby Bentley 


 


Paul Barrett 


 


 


Deputy Chief Digital & Information 


Officer 


Head of IT 


 


 


Escalations should be made via the 


IT Helpdesk on 01535 294834 or 


IT.helpdesk@anhst.nhs.uk  


Out of Hours should go to IT on-Call 


via Airedale switchboard 01535 


652511  


Annabelle Smith 
Contracts and performance 


Manager 


07740175452 


asmith@involve.vc 


Heather Bygrave  
Relationship Management team 


leader 


07974 188272 


hbygrave@involve.vc 


4.10 Information Systems and Communications 
 


4.10.1 Core Services and Systems 
 


4.10.2 Priority of Core Service 
 
The priority of core services and internal systems restoration would be as follows: 
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• Infrastructure restoration 


• Telecommunications – Internet and N3 


• Access to IT Systems: Internal and External Servers 


• Key Applications. 


 


4.10.3 Restoration Timetable 
 
The timescale for the restoration would be as follows: 


• Provision of an emergency level of service within 2 business hours of the disaster. 


• Restoration of key services within 8 business hrs of the disaster. 


• Recovery to business as normal within one week of the disaster 


 


4.11 BCP Testing 


The company’s business continuity plan is reviewed annually by the Managing Director, senior 


management and the IT/Information Security Manager.  


The BCP is tested biannually, using different scenarios. The tests may involve the Emergency 


Response Team or groups of staff. 


All individuals identified in a part of the plan being tested are required to be involved in the planned 


test; A Senior manager documents a record of the tests and identifies actions arising from the 


testing. 


The results of each test are recorded, possible improvements identified and implemented and 


senior management team reviews the results of Business Continuity Tests at review meetings. 
 


4.12 Disaster Checklist (For Staff) 


Inform the responsible manager as identified in section 3.1 of the BCP, if a key customer service 


appears to be unavailable. 


 


4.13  Lesson Learned 


Following on from the incident a Lesson Learned meeting will be conducted within 48 working 


hours of issue resolution. The Lessons Learned meeting will be attended by the key staff listed 


within section 4.9.4 


 


 


4.14 Acceptance 
 


Business Continuity Plan 


Print Name Mick Roach 


Position 
Director of Strategic Health Alliances 
 


Signature 
 


Date 8th August 2022 
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